


Original Packet Content for sumus in a crash

00000000 08 ©8 08 08 08 08 08 08 08 08 08 08 08 08 08 08
00000010 08 ©8 08 08 08 08 08 08 08 08 08 08 08 08 08 08
00000020 08 08 08 08 08 08 08 08 08 08 08 08 08 08 08 08
00000030 08 08 08 08 08 08 08 08 08 08 08 08 08 08 08 08
00000040 08 08 0B 08 08 08 08 0B 08 08 08 08 08 08 08 08
00000050 08 ©8 08 08 08 08[47 45 54]08 08 08 08 08 08 08
06000060 08 08 0B 08 08 08 08 08 08 C8 08 08 08 08 08 08

0000000 08 0B 0B 08 0 08 08 08 08 GB8 08 08 08 08 08 08 |
000000c0 08 08 08 73 01 a0 05 08 90 90 90 90 90 %0 90 %0 |
00000040 9C 90 20 90|80 80 %0 50| %0 %0 90 90 S0 %0 90 390 |

00000180 0 90 90 90 90 90 920 90 90 90 90 90 %0 |....vievniivnnnnn |
00000120 0 90 90 30 90 31 c0 50 40 8% ¢3 50 40 |........1.PQ..P@|
0C0001al 1 b0 66 cd 80 31 d2 52 66 68 1f Zb 43 66 |P...f..1.Rfh.+CE|
000001b0 el 6a 10 51 50 89 el b0 66 cd 80 40 89 44 s P...f..@.D|
000001c0 24 04 43 43 b0 66 od 80 83 cd 0c 52 52 43 b0 66 [§.CC.f..... RRC. f|
000001d0 <d 80 93 89 dl b0 3f cd 80 41 80 £9 03 75 f6 52 |. +7..R. 0GR
000001e0 68 6e 2f 73 68 €8 2f 2f 62 69 89 e3 52 53 89 el |hn/shh//bi..RS..|
0C0001£f0 ©0 Ob cd 80 Faammd

Packet generated by panalyst

00000000 30 30 30 30 30 3¢ 30 30 3¢ 30 30 30 30 3¢ 100000000000000001

3
00000010 30 30 30 30 30 30 30 30 30 30 30 30 30 30 1000 00000001
00000020 30 30 30 30 30 30 30 30 3¢ 30 30 30 30 30 10000000000000000]
00000030 30 30 30 : 30 30 3¢ 30 30 30 30 30 30 30 3¢ 10000000080000000]
00000040 30 30 30 30 30 30 30 30 30 30 30 30 30 30 |0000000000000000]|
00000050 30 30 30 30[47 45 54]30 3¢ 30 30 30 30 3¢ 100000qGETP000C0OI
3

(60000060 30 30 30

30 30 3¢ 30 30 30 30 30 30 30 30 100000000600000001

00000050 20 30 30 30 30 30 30 30 30 30 3¢ 30 30 30 30 30 10000000000000000]
000000cO 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 100000000000000001
00000040 30 30 30 30[50 20 90 0] 30 30 30 30 30 30 30 30 |000.[ .. Jooooooon|

00000180
00000190
000001a0
000001b0
¢00001c0
¢00001d0
000001e0
C00001£0

0 30 30 30 3¢ 30 30 30 30 30 30 30 3¢ 10000000000000000]
0 30 20 30 30 30 30 30 30 30 30 30 30 100000000000000001
30 30 30 30 30 30 30 30 30 30 30 30 10000000000000000]
30 30 30 30 30 30 3¢ 30 30 30 30 30 |0000000000000000]
30 3¢ 30 30 30 30 30 30 30 30 100000000000000001
30 36 30 30 30 30 30 30 30 3¢ 10000000000000000|
30 30 30 30 30 30 30 30 30 30 100000000000000001
100001

Figure 6: Input Generation for Sumus. Left: the client’s packet; Right: the new packet generated on the server.

Figure 7: Input Generation for Light HTTPd. Left: the client’s packet; Right: the new packet generated on the server.

tion. However, the client can always refuse to give more
information and set a threshold for the maximal number
of the questions it will answer. Even if this causes the
analysis to fail, the server can still acquire some infor-
mation related to the error and use it to facilitate other
error analysis techniques such as fuzz testing. We plan
to study more general techniques for analyzing loops in
our future research.

Entropy-based policies may not be sufficient for reg-
ulating information leaks. For example, complete dis-
closure of one byte in a field may have different privacy
implications from leakage of the same amount of infor-
mation distributed among several bytes in the field. In
addition, specification of such policies does not seem to
be intuitive, which may affect their usability. More effec-
tive privacy policies can be built upon other definitions of
privacy such as k-Anonymity [46], [-Diversity [41] and
t-Closeness [38]. These policies will be developed and
evaluated in our future work.

Panalyst client can only approximate the amount of
information disclosed by its answers using statistical
means. It also assumes a uniform distribution over the
values a symbol can take. Design of a better alternative
for quantifying and controlling information is left as our
future research.

Another limitation of our approach is that it cannot
handle encoded or encrypted input. This problem can

be mitigated by interposing on the API functions (such as
those in the OpenSSL library) for decoding or decryption
to get their plaintext outputs. Our error analysis will be
conducted over the plaintext.

7 Related Work

Error reporting techniques have been widely used for
helping the user diagnose application runtime error. Win-
dows error reporting [20], a technique built upon Mi-
crosoft’s Dr. Watson service [18], generates an error
report through summarizing a program state, including
contents of registers and stack. It may also ask the user
for extra information such as input documents to investi-
gate an error. Such an error report is used to search an ex-
pert system for the solution provided by human experts.
If the search fails, the client’s error will be recorded for
a future analysis. Crash Reporter [16] of Mac 0S X
and third-party tools such as BugToaster [27] and Bug
Buddy [22] work in a similar way. As an example, Bug
Buddy for GNOME can generate a stack trace using gdb
and let the user post it to the GNOME bugzilla [4].
Privacy protection in existing error reporting tech-
niques mostly relies on the privacy policies of those who
collect reports. This requires the user to trust the collec-
tor, and also forces her to either send the whole report
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Original Packet Content for ATP httpd in a crash
00000000 41 41 41 41 41 41 41 41 41 41
06000010 41 41 41 41 41 41 41 41 41 41

00000180 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4
00000120 41 41 41 41 41 41 41 41 41 41 45 44 43 42 4
000001a0 43 42 45 44 43 42 45 44 43 42 45 44 43 42 4

342 45 44 43 42 45 44 43 42 45 44
22[45 44 43 42]45 24 43 42 45 44
42 45 44 43 42 45 44 43 42 45 44
42 45 44 43 42 45 44 43 42 45 44
342 45 44 43 42 45 44 43 42 45 44
342 45 44 43 42 45 44 43 42 45 44
342 45 44 20 48 54 54 50 2f 31 2e

Packet generated by panalyst
00000¢ 47 45 54 20 2£]30 30

36

30 3
30 3
03

0 30 3

0 30 3
) 30 3

Figure 8: Input Generation for ATP HTTPd. Left: the client’s packet; Right: the new packet generated on the server.

Table 3: Performance of Panalyst.

Programs client delay (s) client memory use server delay (s) server memory total size of questions total size of answers
(MB) use (MB) (bytes) (bytes)

Newspost 0.022 4.7 12.14 99.3 527 184

OPenVMPS 1.638 3.9 17 122.3 45,610 6,088

Null-HTTPd 1.517 5.0 13.09 118.1 99,659 3,416

Sumus 0.123 4.8 1.10 85.4 5,968 2,760

Light HTTPd 0.88 4.8 6.59 110.1 14,005 2,308

ATP-HTTPd 3.197 5.0 37.11 145.4 50,615 15,960

or submit nothing at all. In contrast, Panalyst reduces
the user’s reliance on the collectors to protect her privacy
and also allows her to submit part of the information she
is comfortable with. Even if such information is insuf-
ficient for reproducing an error, it can make it easier for
other techniques to identify the underlying bug. More-
over, Panalyst server can automatically analyze the error
caused by an unknown bug, whereas existing techniques
depend on human to analyze new bugs.

Proposals have been made to improve privacy protec-
tion during error reporting. Scrash [25] instruments an
application’s source code to record information related
to a crash and generate a “clean” report that does not
contain sensitive information. However, it needs source
code and therefore does not work on commodity ap-
plications without the manufacturer’s support. In ad-
dition, the technique introduces performance overheads
even when the application works properly, and like other
error reporting techniques, uses a remote expert sys-
tem and therefore does not perform automatic analy-
sis of new errors. Brickell, et al propose a privacy-
preserving diagnostic scheme, which works on binary
executables [24, 36]. The technique aims at searching
a knowledge base framed as a decision tree in a privacy-
preserving manner. It also needs to profile an applica-
tion’s execution. Panalyst differs from these approaches
in that it does not interfere with an application’s normal
run except logging inputs, which is very lightweight, and
is devised for automatically analyzing an unknown bug.

Techniques for automatic analysis of software vulner-
abilities have been intensively studied. Examples include
the approach for generating vulnerability-based signa-
tures [26], Vigilante [30], DACODA [31] and EXE [53].

These approaches assume that an input triggering an er-
ror is already given and therefore privacy is no longer
a concern. Panalyst addresses the important issue on
how to get such an input without infringing too much
on the user’s privacy. This is achieved when Panalyst
server is analyzing the vulnerable program. Our tech-
nique combines dynamic taint analysis with symbolic ex-
ecution, which bears some similarity to a recent proposal
for exploring multiple execution paths [42]. However,
that technique is primarily designed for identifying hid-
den actions of malware, while Panalyst is for analyzing
runtime errors. Therefore, we need to consider the issues
that are not addressed by the prior approach. A promi-
nent example is the techniques we propose to tackle a
tainted pointer, which is essential to reliably reproducing
an error.

Similar to Panalyst, a technique has been proposed re-
cently to symbolically analyze a vulnerable executable
and generate an error report through solving con-
straints [29]. The technique also applies entropy to
quantify information loss caused by the error report-
ing. Panalyst differs from that approach fundamentally
in that our technique generates a new input remotely
while the prior approach directly works on the causal
input on the client. Performing an intensive analysis
on the client is exactly the thing we want to avoid, be-
cause this increases the client’s burden and thus discour-
ages the user from participating. Although an evalua-
tion of the technique reports a moderate overhead [29], it
does not include computation-intensive operations such
as instruction-level tracing, which can, in some cases,
introduce hundreds of seconds of delay and hundreds of
megabytes of execution traces [23]. This can be barely
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acceptable to the user having such resources, and hardly
affordable to those using weak devices such as PocketPC
and PDA. Actually, reproducing an error without direct
access to the causal input is much more difficult than
analyzing the input locally, because it requires a care-
ful coordination between the client and the server to en-
sure a gradual release of the input information without
endangering the user’s privacy and failing the analysis
at the same time. In addition, Panalyst can enforce pri-
vacy policies to individual protocol fields and therefore
achieves a finer-grained control of information than the
prior approach.

8 Conclusion and Future Work

Remote error analysis is essential to timely discovery of
security critical vulnerabilities in applications and gener-
ation of fixes. Such an analysis works most effectively
when it protects users’ privacy, incurs the least perfor-
mance overheads on the client and provides the server
with sufficient information for an effective study of the
underlying bugs. To this end, we propose Panalyst, a
new techniques for privacy-aware remote error analy-
sis. Whenever a runtime error occurs, the Panalyst client
sends the server an initial error report that includes noth-
ing but the public information about the error. Using
an input built from the report, Panalyst server analyzes
the propagation of tainted data in the vulnerable applica-
tion and symbolically evaluates its execution. During the
analysis, the server queries the client whenever it does
not have sufficient information to determine the execu-
tion path. The client responds to a question only when
the answer does not leak out too much user information.
The answer from the client allows the server to adjust
the content of the input through symbolic execution and
constraint solving. As a result, a new input will be built
which includes the necessary information for reproduc-
ing the error on the client. Our experimental study of
this technique demonstrates that it exposes a very small
amount of user information, introduces negligible over-
heads to the client and enables the server to effectively
analyze an error.

The current design of Panalyst is for analyzing the er-
ror triggered by network inputs alone. Future research
will extend our approach to handle other types of errors.
In addition, we also plan to improve the techniques for
estimating information leaks and reduce the number of
queries the client needs to answer.
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